CS447 Networks and Data Communications
July 16 Lecture Note

1. Announcements
(1) Homework #5:
- Submission due: 11:00 am today (July 16)
- Aconfirmation email will be sent to each submission by the end of today
(2) Quiz #5 is scheduled at the end of today (7/16)
- 1:20-1:40 p.m.
(3) Homework #6:
- Submission due: 11:00 am Thursday next week (July 23)
- Homework #6 questions will be emailed to each of you by 12:00 p.m. tomorrow
(4) Quiz #6 is scheduled on Tuesday next week (7/23)

(5) Einal exam at 11:00 a.m., on July 30th (Thursday)

- A 100-minute exam

- Acumulative exam

- Covers: (quiz questions, homework questions, exercise questions, and the
programming projects)

- Asynchronous exam (start at 11:00 a.m., and end at 12;40 p.m. on 7/30)

2. Network Security Fundamentals

- Active attacks and passive attacks
- Symmetric and asymmetric cryptography
- Message digests (e.g., MD5) and digital signature

- Digital certificate



3. MAC (Medium Access Control) for Local Area Networks

- CSMA (Carrier Sense Multiple Access) and CSMA/CD (with Collision Detections)
- Persistency algorithms

- Exercises



