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Chapter 15

Diffie-Hellman
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15-3   SYMMETRIC-KEY AGREEMENT

Alice and Bob can create a session key between

themselves without using a KDC. This method of

session-key creation is referred to as the symmetric-

key agreement.

15.3.1 Diffie-Hellman Key Agreement

15.3.2 Station-to-Station Key Agreement

Topics discussed in this section:
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15.3.1  Diffie-Hellman Key Agreement

Figure 15.9  Diffie-Hellman method
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15.3.1  Continued

The symmetric (shared) key in the Diffie-Hellman 

method is K = gxy mod p.

Note
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15.3.1 Continued

Let us give a trivial example to make the procedure clear. Our

example uses small numbers, but note that in a real situation, the

numbers are very large. Assume that g = 7 and p = 23. The steps

are as follows:

Example 15.1

1. Alice chooses x = 3 and calculates R1 = 73 mod 23 = 21.

2. Bob chooses y = 6 and calculates R2 = 76 mod 23 = 4.

3. Alice sends the number 21 to Bob.

4. Bob sends the number 4 to Alice.

5. Alice calculates the symmetric key K = 43 mod 23 = 18.

6. Bob calculates the symmetric key K = 216 mod 23 = 18.

7. The value of K is the same for both Alice and Bob;

gxy mod p = 718 mod 35 = 18.
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15.3.1 Continued

Let us give a more realistic example. We used a program to create

a random integer of 512 bits (the ideal is 1024 bits). The integer p

is a 159-digit number. We also choose g, x, and y as shown below:

Example 15.2
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The following shows the values of R1, R2, and K.

15.3.1  Continued
Example 15.2 Continued
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15.3.1  Continued

Figure 15.10  Diffie-Hellman idea
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Security of Diffie-Hellman

15.3.1  Continued

Discrete Logarithm Attack

Man-in-the-Middle Attack
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15.3.1  Continued
Figure 15.11  Man-in-the-middle attack
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15.3.2  Station-to-Station Key Agreement
Figure 15.12  Station-to-station key agreement method


